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EDITORIAL

The changing privacy landscape in the era of big data
Molecular Systems Biology 8: 612; published online 11 September 2012; doi:10.1038/msb.2012.47

Big data are all around us, enabled by technological advances 

in micro- and nano-electronics, nano materials, 

interconnectivity provided by sophisticated

telecommunication infrastructure, massive network-attached 

storage capabilities, and commodity-based high-performance 

computing infrastructures. The ability to store all credit card 

transactions, all cell phone traffic, all e-mail traffic, video and 

images from extensive networks of surveillance devices, 

satellite and ground sensing data informing on all aspects of 

the weather and overall climate, and now to generate and 

store massive data informing on our personal health including 

whole genome sequencing data and extensive imaging data, is 

driving a revolution in high-end data analytics to make sense 

of the big data, drive more accurate descriptive and predictive 

models that inform decision making on every level, whether 

identifying the next big security threat or making the best 

diagnosis and treatment choice for a given patient.
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A Major Drug Company Now Has Access to 
23andMe’s Genetic Data. 

Should You Be Concerned?

By Jamie Ducharme
July 26, 2018 

TIME Health

Consumer genetic testing company 23andMe announced on Wednesday that GlaxoSmithKline purchased a $300 million stake in the 
company, allowing the pharmaceutical giant to use 23andMe’s trove of genetic data to develop new drugs — and raising new privacy
concerns for consumers.
The “collaboration” is a way to make “novel treatments and cures a reality,” 23andMe CEO Anne Wojcicki said in a company blog post. But, 
though it isn’t 23andMe’s first foray into drug discovery, the deal doesn’t seem quite so simple to some medical experts — or some of the 
roughly 5 million 23andMe customers who have sent off tubes of their spit in exchange for ancestry and health insights.
Perhaps the most obvious issue is privacy, says Peter Pitts, president of the Center for Medicine in the Public Interest, a non-partisan non-
profit that aims to promote patient-centered health care.

Photo courtesy of 23andMe

http://time.com/author/jamie-ducharme/
https://www.gsk.com/en-gb/media/press-releases/gsk-and-23andme-sign-agreement-to-leverage-genetic-insights-for-the-development-of-novel-medicines/
https://blog.23andme.com/news/a-note-on-23andmes-new-collaboration-with-gsk/
http://time.com/3660174/23andme-big-pharma/
https://timedotcom.files.wordpress.com/2018/07/23-and-me.png
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Sloan Kettering’s Cozy Deal 

With Start-Up Ignites a New 

Uproar

An artificial intelligence start-up founded by three insiders at 

Memorial Sloan Kettering Cancer Center debuted with great fanfare 

in February, with $25 million in venture capital and the promise that 

it might one day transform how cancer is diagnosed.

The company, Paige.AI, is one in a burgeoning field of start-ups that 

are applying artificial intelligence to health care, yet it has an 

advantage over many competitors: The company has an exclusive 

deal to use the cancer center’s vast archive of 25 million patient 

tissue slides, along with decades of work by its world-renowned 

pathologists.

Memorial Sloan Kettering holds an equity stake in Paige.AI, as does 

a member of the cancer center’s executive board, the chairman of its 

pathology department and the head of one of its research 

laboratories. Three other board members are investors.

The arrangement has sparked considerable turmoil among doctors 

and scientists at Memorial Sloan Kettering, which has intensified in 

the wake of an investigation by ProPublica and The New York Times

into the failures of its chief medical officer, Dr. José Baselga, to 

disclose some of his financial ties to the health and drug industries 

in dozens of research articles. He resigned last week, and Memorial 

Sloan Kettering’s chief executive, Dr. Craig B. Thompson, announced 

a new task force on Monday to review the center’s conflict-of-interest 

policies.

https://paige.ai/
https://www.businesswire.com/news/home/20180205005557/en/Paige.AI-Created-Transform-Cancer-Diagnosis-Treatment-Applying
https://www.nytimes.com/2018/09/08/health/jose-baselga-cancer-memorial-sloan-kettering.html?module=inline
https://www.nytimes.com/2018/09/13/health/jose-baselga-cancer-memorial-sloan-kettering.html?module=inline
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"The principles of data protection should therefore not apply to [...] personal data 

rendered anonymous in such a manner that the data subject is not or no longer 

identifiable." (Recital 26)

"‘pseudonymisation’ means the processing of personal data in such a manner that

the personal data can no longer be attributed to a specific data subject without the 

use of additional information, provided that such additional information is kept

separately and is subject to technical and organisational measures [...]" (Definition

5)

Directive 95/46/EC (General Data Protection Regulation)
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Anonymous information: information which does not relate to an identified or identifiable 
natural person or to personal data rendered anonymous in such a manner that the data 
subject is not or no longer identifiable. It is an irreversible state.

Health Insurance Portability and Accountability Act of 1996 (HIPAA)

De-identification of PHI: health information is not individually identifiable if it does not identify 
an individual and if the covered entity has no reasonable basis to believe it can be used to 
identify an individual. Rule-based.
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• Names

• All geographic subdivisions smaller than a state (street address, city, county, precinct, ZIP code, and their 
equivalent geocodes);

• All elements of dates (except year) directly related to an individual (birth date, admission date, discharge date, 
death date), and all ages over 89 and all elements of dates (including year) indicative of such age;

• Telephone & Fax numbers;

• Device identifiers and serial numbers;

• Email addresses;

• Social security numbers;

• IP addresses;

• Medical record numbers;

• Biometric identifiers, including finger and voice prints;

• Health plan beneficiary numbers.
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10/01/2018

Sloan Kettering Controversies: Trust is the Public Foundation of Medical Research 
by Ann Mongoven, PhD, MPH

1) Research on human beings ethically requires their consent.
This has been a core bioethical principle since research harms dramatized by the Nuremburg Trials and the Tuskegee

Syphilis Experiment sparked regulations and processes to protect human research subjects. […]

2) Having conflicts of interest is not necessarily bad. Hiding them is.
The Sloan missteps underscore the ethical importance of routine conflict-of-interest disclosure: to funders, to IRBs, to 

publishers, to boards, and to patients recruited to participate in research. 

3) The relationship between public good, private benefit, and non-profit status is complex.

4) Public trust is a prerequisite resource for health research.
The twin Sloan cases remind us that the most fundamental resource necessary for any large-scale health research is public 

trust. 

This entry was posted in Clinical Trials & Studies, Conflict of Interest, Featured Posts, Health Care, Human Subjects Research & IRBs, Informed

Consent and tagged IRB, Public Trust, Sloan Kettering. Posted by Ann Mongoven. 

http://www.bioethics.net/2018/10/sloan-kettering-controversies-trust-is-the-public-foundation-of-medical-research/

http://www.bioethics.net/2018/10/sloan-kettering-controversies-trust-is-the-public-foundation-of-medical-research/
https://www.mdpi.com/2075-4426/5/1/3/htm
http://www.bioethics.net/topics/clinical-trials-2/
http://www.bioethics.net/topics/conflict-of-interest/
http://www.bioethics.net/topics/featured/
http://www.bioethics.net/topics/health-care-2/
http://www.bioethics.net/topics/human-subjects-research-and-irbs/
http://www.bioethics.net/topics/informed-consent-2/
http://www.bioethics.net/tags/irb/
http://www.bioethics.net/tags/public-trust/
http://www.bioethics.net/tags/sloan-kettering/
http://www.bioethics.net/author/mongove2msu-edu/
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KB approaches

Rule-based approach
• explainable

• correctable

• accountable

ML based approach
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No existing anonymization algorithm provides both perfect privacy protection and perfect analytic utility.

A spectral basis derived from the data's eigenvectors is one that can provide substantial improvement. 

6.3 Open Problems
Anonymizing in kernel space unacceptably distort the information we’d like to preserve in 

anonymization

Time-series data

Hierarchical data

Very high dimensional data

http://doi.ieeecomputersociety.org/10.1109/TKDE.2009.88
https://www.computer.org/web/search?cs_search_action=advancedsearch&searchOperation=exact&search-options=dl&searchText=Thomas%20A.+Lasko
https://www.computer.org/web/search?cs_search_action=advancedsearch&searchOperation=exact&search-options=dl&searchText=Staal%20A.+Vinterbo
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ALL   IS   DATA

À priori pseudonymization À posteriori re-identification

À priori anonymisation À posteriori data-linkage

Additional information
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